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(57)Abstract 

PURPOSE: To minimize damage due to leakage of secret 
information and to simplify and facilitate key management by using a 
key generating means sd as tD generate a 2nd key with a 1st key 
input possessed by each member so as to use it as a 
communication key thereby decreasing number of keys to be 
managed. 

CONSTITUTION: When a name of a member and a name of a group 
are entered, the member is identified via an identification list and a 
key correction processing unit supplies a 1st key possessed by the 
member and a common key from a common key storage device 
corresponding to the key and a communication key generator 
generates a 2nd key. The key is used as a communication key, and 
as soon as a plain text is encrypted by a cryptographic unit, a 
header number generated and encrypted similarly is added and the 
result is outputted as a message. Number of keys to be managed is 
reduced by the method, the key management is simplified and 
facilitated and damage due to leakage of secrecy is minimized. 
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